MamsaTka ana B3pocnbix
«be3onacHbIn UHTepHeT»

VYBaxkaemble poautenu! Ecim Bamum netu monw3yrorcs cetbio «MHTEepHET», BBI, 063
COMHEHHMS, OECIOKOMTECh O TOM, Kak yOepeub UX OT HENpPUATHOCTEH, KOTOpPHIE MOTYT
NOJCTEPETAaTh BO «BCEMHUPHOW MAYTHHE». 3HAUYUTEIBHOE PACIPOCTPAHEHHE MATEPHUAJIOB B
cetu «/HTEepHET», MPEeIHA3HAYECHHBIX TOJBKO JJISl B3POCIBIX WM HEMPUEMIIEMBIX I JETEr
10 KakoH-1100 APYrod MpUUrMHEe, MOXKET JIETKO MPUBECTH K HETaTUBHBIM MOCIIEICTBHSIM.

B Hacrosiee BpeMsi cuTyalusi CKJIJIbIBAETCS TAKMM 00pa3oM, 4TO KaKbIi peOeHOK,
BBIXO/SIINHN B ceTh «HTEepHET», MOXKET MPOCMATPUBATH JIIOObIE MaTepUalbl. A 3TO HACUIIME,
nopHorpadusi, CTpaHUIbl, MOATAIKUBAIOIIAE MOJIOJAEKb K CaMOyOUHCTBaM, aHOPEKCHU
(0TKa3 OT MpHUeMa MUIIK ), YOUNCTBaM, CTPAaHUIIbI C HAIIMOHATUCTUYECKOM, DIKCTPEMUCTCKON U
OTKPOBEHHO (DaIMCTCKOW MICOJIOTHEH W MHOTO€ Jpyroe. YacTo ObIBaeT Tak, 9TO MPOCMOTP
Takoi MH(POPMAIMK AK€ HE 3aBHCHT OT peOeHKa, BEh Ha MHOTHX CaliTaX OTOOpaKaroTCs
«BCILJIBIBAIOIINE OKHA», COJIEpKAIUE HETATUBHYIO JIJI1 HECOBEPIICHHOJIETHUX UH(POPMAIIHIO,
Yale BCero NopHorpaduuecKkoro coaepKaHusl.

KpomMe TOro, B cetu HEpeIKO BCTPEYAIOTCS JIOJH, KOTOPHIE MBITAIOTCS C MOMOIIBIO
NHTepHeTa BCTynaTh B KOHTAaKT C AETHbMH, IMPECIEAYs ONACHBIE WM MPOTUBOIIPABHBIC IJIS
pebeHka 1eau. 3JI0YMBIIUIEHHUKN HMCTIOIL3YIOT ATH KaHalbl NIl TOTO, YTOOBI 3aCTaBUTh
JeTel BbIAATh JUYHYIO HWH(OpMAIMI0, BOBJEYb HECOBEPIICHHOJIETHUX B COBEPIICHHUE
aCOIMAJIbHBIX U MPECTYIHBIX JACHCTBHIA.

Mep])l NMpeaoCTOPOKHOCTH UJIN 9YTO HYKHO IOMHHUTDH POAUTCISAM:

- 4TOOBI MpeaocTepeyb peOeHKa OT HEraTUBHOTO BO3JelcTBUs MHTEepHEeTa, 00bsICHUTE
AETSIM PUHIUT paboThl ceTu. Hayunte pebeHka moap30BaThCs MOMCKOM B ceTH «HTepHeT.
[TokaxwuTe, KaKk UCTOIB30BATh PA3TMYHBIC MMOMCKOBBIC CHCTEMBI, B TOM YHCIE ACTCKHE, IS
OCYILIECTBJICHUS MTOMCKA MTO3HABATEILHOMN U pa3BUBarOIIeH 1)1 peOeHKka nH(popMaiuy;

- peOEHOK IOJDKEH MOHMMATh W TIOMHHUTH: HaxokJeHue B VHTepHETe BO MHOTIOM
HallOMMHaeT TMpeOblBaHWE B 00mIeCTBEHHOM MecTe. OnacHOCTH, MOACTEpErarme
MOJIb30BATENSI, CXOXKH C PUCKOM, BO3HHMKAIOIIMM IMPHU OOIIEHUU C YYKUMHU JoapMu. Eciu
JETH JIMYHO HE 3HAIOT YeJIOBEKa, C KOTOPBHIM OOIIAIOTCS B CETH, 3TO PAaBHOCUIIBLHO OOIICHUIO
C HE3HAKOMIIEM B pealbHOM JKU3HH, YTO 3aIlPEILEHO;

- OynbTe BcerJa OCBEIOMIIGHBI O TOM, 4eM 3aHuMaroTcs Bamm nmetu B MHTepHere.
[Tonpocute ux HayduTh Bac mosib30BaThCS Pa3IMYHBIMU MPHIOKEHUSIMU, KOTOPHIMU BbI He
nonp3oBaUChL panee. [locemaiite HMuTepHer BMecte ¢ aeTtbmu. lloomipsiite nperew
pacckasbiBaTh Bam 00 ycrexax u HeyJauax B MPOIIECCE OCBOCHUS CETH,

- TOMOTHUTE [eTSM TIOHATh, YTO HE CcIeAyeT pa3Mmemars B VHTepHETEe IHYHYIO
uHpopmanuio o cebe M CBOEH ceMbe: MOJHBbIE aHKETHbIE JaHHbIE (CBOM JIMOO CBOUX
HECOBEPILICHHOJETHUX [py3€il), HoMep MOOUIBHOTO TenedoHa, JOMAIHUNA aapec, HOMEp
IIKOJIbI, MECTO pPabOThl POJIUTENICH, JIOOYI0 JPYrylo JUYHYIO HHQPOpMAIMIO, a TaKKe
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou u cembu). OOBSICHUTE, UTO JTFOOO0M YETOBEK MOXKET ITO
YBUJETH U UCIIOJIb30BaTh B CBOMX IIEJISAX, 3a9aCTYIO MPOTUBOMNPABHBIX U aMOPATbHBIX;

- ecnmu Bam pebGeHok momydaeT cmam (HEXeNaTeIbHYI OJJIEKTPOHHYIO IMOYTY),
O0OBSCHUTE, YTO HE HYKHO BEPUTh HAMMMCAHHOMY B TaKUX MUChMAaX U HU B KOEM Cllydae He
CJIeIyeT OTBEYaTh HA HUX;



- peOCHOK JIOJKEH 3HATh, YTO HEJb3sl OTKPHIBATh (Dailyibl, MpUCIIaHHBIE HE3HAKOMBIMU
JIOJIbMHU, TIOCKOJBKY OHHM MOTYT COJIep»KaTh BHPYChl WiH (OTO-, BHUJIE€OMATEPUAIIBI
HETMIPUCTOMHOIO WJIM arpecCUBHOIO cojepkanus. JlaiiTe MOHATh peOeHKYy, 4TO HEKOTOpbIe
moau B MHTepHEeTe MOTYT TOBOPUTH HEIpaBay M ObITh HE TEMH, 3a KOro ceOsi BBIJIAOT.
Hayuute pebenka mpoBepsITh BCE TO, YTO OH BUJIUT U ynTaeT B MiHTepHeTe;

- pacckaxkuTe peOeHKy, 4To B VIHTEpHETE BCTPEYAIOTCS U «XOPOIIHE», U «ILIOXHE)
moau. OOBACHUTE, TIOYEMY HE CTOUT J00aBIATH «B APY3bs» HE3HAKOMBIX JIIOJICH — OHU
MOTYT OBITh HE TEMH, 3a Koro ce0st BbiaoT. [Ipenynpenure pebeHka, 4ToObl OH HU B KOEM
Cllyyae He COrJIallajica Ha BCTpeud ¢ HTepHeT-HEe3HAKOMIIAMU B pEaJIbHOM JKU3HU, TTPEK]IC
YyeM HE IIOCTaBUT B HM3BECTHOCTh Bac minm Oau3KuX pojacTBeHHUKOB. IlocoBeryiite emy
obmiatbesi B UIHTEpHETE TOJMBKO C TEMU, C KEM OH JIMYHO 3HAKOM;

- TPEeJOoCTeperuTe OT CKayMBaHUSA IUIATHOM WHGOpPMAIHMKM, OCOOCHHO dYepes
cMmc-coobmerus. OO0BsICHUTE, MOYeMy HE CTOMT OOpamiaTh BHUMaHUS Ha sIpKUE OaHHEPHI
C COOOIIEHUSIMU O BBIMTPHIIIAX WA MPU3aX;

- TIOCTOSIHHO OOIIAWTeCh CO CBOMMHM JIETBMH, pacCKasblBalTe M COBETYWTE, Kak
MIPAaBUJIBHO MOCTYNATh U PEarupoBaTh HA JIEUCTBUS APYrux Jrojei B IHTepHeTe;

- Hay4YuTe JIeTeW MPaBUIBHO pEarupoBaTh, €CIM HUX KTO-TO OOHWJEN B CETU, WM OHU
MOJIYYIJIM/HATOJIKHYJINCh HAa AarpecCUBHBIA KOHTEHT, a Takxke JIoOyl0 aMOpalbHYIO
uHpopmaruto. Pacckaxute, Ky/ia B moJ00OHOM Cllydae OHU MOTYT OOpaTUThCS;

- yOenurech, 4YTO Ha KOMIIBIOTEPE, KOTOPHIM MOJB3YIOTCSA Baiu net, ycTaHOBJICHBI
Y MIPaBWJILHO HACTPOCHBI CPEACTBA (PUIIBTpAIIUH.

PoaureqbCcKMid KOHTPOJIb — 3TO OrPaHUYCHUE JOCTyNa JETed U IOJPOCTKOB
K HeXenaTelbHbIM caiTaM B HMHTepHere. PoauTenbCKUil KOHTPOJIb MOKET HE TOJBKO
OJIOKHpOBaTh AOCTYN K TaKMM caliTaM, HO U OrpaHHYMBATh HCHOJb30BaHHe MHTepHeTa Mo
BPEMEHHM CYTOK, JHSIM HEAEIW WA JUIATENbHOCTA ceaHca. CylmecTByeT MHOXKECTBO
nmporpaMMm ©u  (QUIBTPOB, Cpeaud HUX: aHTUBUpYC Kacmepckoro ¢ BO3MOXHOCTSIMH
poautensckoro KoHTpos — «Kaspersky Internet Security», mporpamma-dunstp «NetPolicey,
nporpamma-bunsTp «HMHTepHeT IleH3o0py», (demepanbHas mporpamMma JIeTCKOTO HHTEPHETA
«l'oryne» u apyrue;

- IPUYYUTE JETEH, YTO OHU JOJDKHBI IMOCENIATh TOJIBKO T€ CaWThl, KOTOpPbIE BbI
pa3pelniivi, TO €CTh CO3JalTe IJii HUX TaK Ha3bIBaeMblId «OENblil» CIUCOK CalWTOB B
NHTepHeTe ¢ MOMOIIBIO CPEACTB POJIUTEILCKOTO KOHTPOJIS;

- Hay4yuTe Ballero peOeHKa YBaXEHUIO M OTUKETYy B MPOILECCE MOJb30BaAHUS
WNurepnerom. [lompocure pebeHka HE MNPOBOLUUPOBATH KOH(IMKTHBIE CUTyallud W
OTHOCHUTBCS K JPYTUM TOJIH30BATEIISIM TaK K€, KaK OH XOTeJ Obl, YTOObI OTHOCUJIUCH K HEMY
caMoMy. OOBSCHUTE, YTO HU TNPU KAKUX OOCTOSTEILCTBAX HE CTOUT pa3MeIlaTh
MIPOBOKAIIMOHHBIN MaTepual U He PaCIpOCTPAHITH MO YbeH-TH00 Mpoch0e HHPOPMAITMOHHBIC
U arpecCUBHO-HACTPOEHHBIE coobOmienus. Mudopmarus, BeutoxkeHHas B IHTEpHET, 1OCTyMHA
BCEM U MOXKET OBITh UCIIOJIb30BaHAa B JIFOOBIX, B TOM YHUCJIC, MOIIICHHUYECKUX IIEIISX.

Pacckaxkure nersim npaBuia 6e3onacHoro Uurepuera:

- HAUKOMY M HHKOIJIa HE€ pasriamaii ceou mnapoid. OHU — TBOM TIJIaBHBIA CEKpET.
[Ipunymaii CcBOM YHUKQJIBHBIM MapoJjib, O KOTOPOM HHUKTO HE CMOXKET Jnoragarbcs. He



3anuchiBail mapoju Ha OymMakkax, HE XpaHM MX B OTKPBHITOM JocTyrne. He ornpasisii cBou
NapOJIH 10 JEKTPOHHOM MOYTE;

- [IPY PETUCTPALIMM HA CAlTaX U B COLMAJIBHBIX CETSIX CTApaliCs HE YKAa3bIBATh JIMYHYIO
uHpopmalmio (cBou (pamminio, UMsi OTYECTBO, HOMEp TeseoHa, aipec MecTa KHUTEJIbCTBA,
IIKOJIbI, MECTO Pa0OThl POAUTENICH U JIPYTrO€) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXKe TEM,
KOTO Thl HE 3HACUIb;

- IOMHH, 4TO (oTorpadus, pazmerieHnas B MIHTepHeTe AOCTymHA ISl IPOCMOTPa BCEM.
Crapaiics He pa3Meniath (OTO, Ha KOTOPBIX M300pa’keHa TBOSI CEMbsl, IIIKOJIA, IOM U JIpYTHe
JUYHbIEC JAHHBIE;

- HE BCTpEYaiics C TEMH, C KEM Thl 3HAKOMUIIIbCS JIUIIb B IHTEpHETE;

- IOMHH, YTO MHOTHE JIIOJIM PacCKa3bIBalOT 0 cede B VIHTepHeTe HelpaBay, B TOM YHCIIE
CBEJICHUS O BO3PACTE U MOJIOBOM IPUHAIIEAKHOCTH;

- B llHTEpHETE M COLMANIBHBIX CETSAX CTapaicsd OOHIaThCS TOJBKO C TEMH, C KEM Tbl
Tu4HO 3HaKoM. [loymalt U mocoBeTyiCs ¢ POUTENSIMU, IPEK/E YeM JOOABUTh HE3HAKOMOTO
YeJIoBeKa K ce0e B CITUCOK «JIpy3eiiy;

- HE UCHOJb3yH BeO-kamMepy Ipu OOLIEHHMM C HE3HAKOMBIMM JIIOJbMH, IOMHHU O
HEOOXOJMMOCTH COXPAHATH JUCTAHLIMIO C HE3HAKOMIIAMU;

- yBaxail cobecennukoB B MHTepHere. Hukorna m Hu npu Kakux 0OCTOSITENIbCTBAX HE
yIpoXKal JApyruM, HE pa3Mellail arpecCMBHBIM M MPOBOKALMOHHBIA Marepuai. bynb
npyxentooeH. He rpyou;

- HE BCTymHail B HE3HAKOMBIE COOOIIECTBA U HE PACIPOCTpaHsIN Mo 4el-Tudo mpochde
MH(}OpMaMOHHBIE, TPOBOKAI[MOHHBIE U arPECCUBHO-HACTPOCHHBIE MAaTEPHAIIBI U COOOILIECHHUS;

- HE BCE, YTO Thl MOKEUIb MPOYECTh UM YBUJIETh B UHTEPHETE — Mpasaa. He yeHucs u
nepenpoBepsad MHGOPMALUIO B IPYTUX MOUCKOBBIX CUCTEMAX WIIM CIIPOCU Y POAMUTEIIEH;

- IOMHH, YTO CYIIECTBYIOT CalThl, HENPEIHA3HAUYEHHBIE JJIs IeTeH, HE 3aXO0/I1 Ha CAUThI
«Id TeX, KTO crapuie 18 neT», Ha HENPWIMYHBIE U arpECCUBHO HACTPOECHHBIE CanThl. Ecin
Thl TIOMaJ] Ha TaKOW CalT MO CCBhUIKE, 3aKpoW CBOM Opaysep, HCIOIb3Ys KIABUIIH
“ctrl+alt+delete”;

- pacCcKakxh BCE€, YTO Thbl YBHUJEJ, BbIyYWJ WJIM Y3HaJI HOBOTO B3pocioMy. [loBepsit
CBOUM POJUTEISIM, IIOCKOJIBKY TOJIBKO OHU CMOTYT IIOMOYb B TPYJHOM CUTyalllU;

- HUKOT/Ia HE yKa3bIBail CBOM HOMep TenedoHa WU JIEKTPOHHBIN aJipec, He OTIpaBiIsai
C Hero cmc-cooOuleHuss Ha He3Hakomble Homepa B WHrepnere. Eciu Tebe mnpumuio
COOOIIEHHE C HE3HAKOMOTO a/Ipeca, €ro Jy4lle He OTKPbIBATh;

- eciii Te0e MOKa3aloCh, YTO TBOU JPY3bs OTHPABIIAIOT TEOE «CTPAaHHYI0» HH(POPMALIMIO
WJIM POTPaMMBbI, TIEPECTIPOCH Y HUX, OTIPABIISIIN JIM OHM Tebe Kakue-nuoo ¢aiisl. MHorna
MOIIIEHHUKHA MOTYT JIEWCTBOBATh OT MMEHM UYXHUX JIIOJ€H, B TOM YHCIE TBOUX ApPY3ed H
POJICTBEHHUKOB;

- €ClIM Thl Xouelb KynuTh B MHTepHETe KaKyroo-In0o YCiayry Wid Urpy, ooOpaTuch K
B3pociomy. OH nojickaxeT Tede, Kak n30eXaTh MOIIEHHUYECTBA;

- He 3arpyail (aisbl, IporpaMMBbl WM MY3bIKYy 0€3 COTJlacHsl B3pOCIBIX — OHHU MOTYT
coJiepKaTh BUPYChI M IPUUYUHSAT BPEJ KOMIIBIOTEDY.

Yro nesarTh, eciid pedeHOK BCe e CTOJIKHYJICA ¢ KAKUHMHU-JIN00 PUCKAMHU:

YcraHoBUTE TOJOKHUTEIBHBIN 3MOIMOHAIBHBIA KOHTAaKT C PEOEHKOM, PAaCIOIOKUTE
€ro K pa3roBopy O TOM, UYTO CIyYMUJIOCh. Pacckaxxute, 4To Bbl 0OECIIOKOEHBI TEM, YTO C HUM



npoucxoaut. PeOeHOK JOoJKeH BaM JOBEpSITh M 3HaTh, YTO Bbl XOTUTE pa3o0paThCs
B CUTYaIlMU ¥ IOMOYb €MY, a HE HaKa3aTh.

[TocTapaiiTecb BHUMATEIbHO BBICIYIIATh PAccKa3 peOEHKa O MPOU3OMIEAIIEM, YTOObI
MOHSITh HACKOJIBKO CEPhE3HO CIIYUMBIIIEECS MOTJIO MOBIUSATH HA HETO.

Ecnu pebGeHok paccTpoeH uYeM-TO YBHJIEHHBIM (Hampumep, KTO-TO B3JOMall €ro
npo@uiib B COIMAIBHON CETH) WM MONal B HEMPHUATHYIO CUTyaluio (MOTPATUJI Ballld WIH
CBOM JICHBI'M B PE3yJlbTaTe HHTEPHET-MOIICHHUYECTBA W IpoUYee) — IOCTapalTeCh €ro
YCIIOKOWTh. BMecTe ¢ HUM paz0epuTech B CHTYaIlUU: YTO MPHUBEIO K JTAHHOMY PE3yNbTaTy,
KaKie HeBEpHbIC IEHCTBUS COBEPIIIII caM PeOEHOK, a TJie Bbl HE pacCKa3aliid eMy O IpaBHIIaxX
6e3onacHoctn B MHTepHete. [IpoBenure «paboTy Haj omuOKaMm» U OOBSCHUTE PEOCHKY,
Kak 00e30MmacuTh ce0st OT HeTaTUBHBIX (hakTopoB MHTEpHETA.

Ecmm cutyanmsi cBs3aHa ¢ HacuiaueM B VIHTEpHETe MO OTHONIICHHIO K pPEOEHKY,
TO HEOOXOAMMO BBIICHUTH HMHpopMamuioo 00 arpeccope, BBIICHUTh  HCTOPHIO
B3aMMOOTHOIIIEHUM pedeHKa M arpeccopa, BBISCHUTH CYIIECTBYET JIM JOTOBOPEHHOCTH
0 BCTpe4Y€ B peajbHOM *KU3HU; y3HATh ObUIM JIM TaKW€ BCTPEUM M YTO M3BECTHO arpeccopy
0 pebenke (peasbHOe UMs, dhaMuius, aapec, TeaePoH, HOMEP MIKOJIbI U TOMY IMOJ00HOE),
KECTKO HacTauBaiiTe Ha M30EraHUM BCTpPEY C HE3HAKOMIIaMH, OCOOCHHO 0Oe3 CBUJETENeH,
MIPOBEPHTE BCE HOBBIE KOHTAKTHI PeOCHKA 3a MOCJIeTHEE BPEMSI.

Cobepute HamboJiee TOJHYIO WH(OPMAIUIO O MPOUCIIECTBUU KaK CO CJIOB pPEOCHKA,

TaK W C TIOMONIBIO TEXHWYECKHUX CPEACTB: 3alAUTe HA CTpPaHUIBI caiiTa, Tme ObUT Barl
peOCHOK, TOCMOTPHUTE CIIMCOK €ro apy3eu, mpoutute coodmeHus. [Ipum HEoOXoauMocTH
CKOMUPYWUTE W COXpPaHUTE ATy WH(DOPMAITUIO — B JATBHEHIIIEM 3TO MOXKET BaM MPUTOIUTHCS
(Hammpumep, AJist oOpalieHus: B MPaBOOXPaHUTEIbHBIC OpTaHbl).
Ecnu BBl HE yBepeHBI B OICHKE CEPHhE3HOCTH ITPOM3OIICIIECTO C BallluM PEOCHKOM, WIIH
OH HEJIOCTATOYHO OTKPOBEHEH (HE TOTOB WITH Ha KOHTAKT), WJIA BB HE 3HACTE KaK IMOCTYIIHTh
B JJaHHOW CHUTyalluu — OOpaTUTeCh K crenuanuctaMm (TenedoH TOBEpHs, Topsdas JIMHUS
u npyroe). Bam mamyTt pexomMeHAalMu O TOM, KyJa U B Kakod (opme oOpaTUThCs, €Ciu
TpeOyeTcs  BMENIATENbCTBO  JAPYIMX  CIy)O W opraHuzaiuii, B TOM  YHCIE
MIPaBOOXPAHUTEIILHBIX OPTAHOB.

Ball pebeHOok?




